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What is JSON?



var myObj = new Object();



var myObj = new Object();
myObj.name = "Fred";
myObj.age = 32;



var myObj = new Object();
myObj.name = "Fred";
myObj.age = 32;
alert(myObj.name);



var myObj = {};



var myObj = {};
myObj.name = "Fred";
myObj.age = 32;



var myObj = {
    name: "Fred",
    age: 32
};
alert(myObj.name);



var myObj = {
    name: "Fred",
    age: 32
};
alert(myObj['name']);



var myObj = 
  {name:"Fred", age: 32};



var myObj = 
  {name:"Fred",age:32};



var myObj =
     {"name":"Fred","age":32};



'{"name":"Fred","age":32}'



var myObj = 
   eval('({"name":"Fred","age":32})');
alert(myObj.name);



What is JSON?

Invented by Doug Crockford

Yahoo JavaScript Architect

http://json.org

Structured textual data

Representing a JavaScript Object Literal

JavaScript Object Notation



JavaScript Literals

Object: {}

Array: []

String: "My string" or 'My string'

Numbers

Boolean: true or false

Null: null



No Functions



Limitations

Doesn't do binary data

Doesn't handle circular references



Why use JSON?



Why Use JSON?

Logic moving to the browser

Other People's Resources

Evaluates directly to JavaScript

Lightweight



Why Not XML?

Need to be parsed

DOM API

E4X

E4X not supported in IE



JSON Services

Flickr

Yahoo!

Google (Calendar, Base, Blogger)

Others...



Variations

JSON with Padding (JSON-P)

JSON with Callback

JSON-RPC



Consuming 



'{name:"Fred",age:32}'



var json = '{name:"Fred",age:32}';
var obj = eval('(' + json + ')');
alert(obj.name + ' is ' + obj['age'] 

+ ' old.');



// Using http://json.org/json.js

var json = '{name:"Fred",age:32}';
var obj = json.parseJSON();
alert(obj.name);



// Using Prototype 1.5.1

var json = '{name:"Fred",age:32}';
var obj = json.evalJSON();
alert(obj.name);



// Using Prototype 1.5.1

var json = '{name:"Fred",age:32}';

// Sanitizes the JSON string.
var obj = json.evalJSON(true);
alert(obj.name);



// Using Prototype 1.5.1
// From http://www.prototypejs.org/learn/json

var data = 'grabUserPassword()'.evalJSON(true);

/* -> SyntaxError: Badly formated JSON string: 
'grabUserPassword()' */



A Little Demo



Producing JSON



Java Libraries

JSON.org (http://json.org/java)

JSON-lib (http://json-lib.sourceforge.net)

JSON-taglib (http://json-taglib.sf.net)



JSON-lib

Bidirectional serialization

Works well with Java

Supports Groovy and JRuby

XML <-> JSON transformations



JSONObject

Represents a JSON Object

Implements the Map interface

Implements utility methods to convert objects 
and Maps to JSON.



JSON json = new JSONObject();
json.accumulate("name", "Frederic Jean")
   .accumulate("age", 32);



JSON json = new JSONObject();
json.put("name", "Frederic Jean");
json.put("age", Integer.valueOf(32));



JSON json = JSONObject.fromMap(map);
JSON json = JSONObject.fromObject(obj);
JSON json = JSONObject.fromDynaBean(bean);



List list = new ArrayList();
Object[] array = new Object[] {};
JSON json = JSONArray.fromArray(array);
JSON json = JSONArray.fromCollection(list);



def fromMap = 
    [name:"Frederic Jean",age:32] as JSONObject
def fromList = 
    ["English","French","Spanish"] as JSONArray



def builder = new JsonGroovyBuilder()
def speakers = builder.speakers {
    speaker {
        name = "Frederic Jean"
        topic = "Intro to JSON"
    }
    speaker {
        name = "Scott Davis"
        topic = "GIS for Web Developers"
    }
}



{"speakers": {
   "speaker": [{
         "name": "Frederic Jean",
         "topic": "Intro to JSON"
      },{
          "name": "Scott Davis",
          "topic": "GIS for Web Developers"
      }]
   }
}



JSON json = JSONObject.fromObject(obj);
String jsonTxt = json.toString();



Sending JSON

X-JSON Header

Response Body



if (response instanceof HttpServletResponse) 
{
   HttpServletResponse resp = 
       (HttpServletResponse) response;
   resp.setStatus(HttpServletResponse.SC_OK);
   resp.addHeader("X-JSON", json.toString());
}



// Using Prototype's Ajax.Request
// JSON response in X-JSON header

new Ajax.Request('/person.do?id=1', {
      method: 'get',
      onSuccess: function (transport, json) 
        {
          alert(json.name);
        }
  }
);



response.setContentType("text/x-json");
Writer writer = response.getWriter();
writer.println(json);



// Using Prototype's Ajax.Request
// JSON response in response body

new Ajax.Request('/person/show', {
    method: 'post',
    parameters: {id: 1},
    onSuccess: function (transport) {
        var json = transport.responseText || '{}';
        var obj = json.evalJSON();
        alert(obj.name);
      }
    }
);



JSON And 
Security



Web 1.0 Security

Authentication and authorization protects the 
server-side application.

SSL protects the transport layer.



Web 2.0 Security

Application logic on client

Transparent code

Mixing content and code from multiple sources



Same Origin Policy

Scripts can only access resources from the same 
website.

Domain name, protocol and port number are 
used to define the origin



Cross-site Request 
Forgery

SOP does not prevent scripts from creating 
<script/> tags pointing back to an arbitrary 
server.

All cookies are sent as part of the GET request.

The server believes the request is legitimate.



Using POST

Prevents attacks through <script/> or <img/> 
injection.

Attacker can still inject a <form/> element.

POST should be used for any request that has 
a side effect!



Single Use Token

Allows the server to recognize a request as 
coming from a legitimate client.

Create a token and put it in a cookie.

Client passes the token back to the server in the 
query string or header.

Server authorizes the request by validating the 
token.



// Using Prototype's Ajax.Request
// JSON response in response body

new Ajax.Request('/person/show', {
    method: 'post',
    parameters: {id: 1},
    requestHeaders: {'X-AJAX-AUTH': getAjaxCookie()},
    onSuccess: function (transport) {
        var json = transport.responseText || '{}';
        var obj = json.evalJSON();
        alert(obj.name);
      }
    }
);



Mixing Content

Use <script/> (BAD!!!)

Proxy request through your server

Write service specific code rather than passing 
a URL to the service.

Allows the conversion of content to JSON



JSON Evaluation

Avoid using eval to evaluate JSON

No sanity Checks

Avoid using JSON-P

Works around Same Origin Policy

No control over response evaluation

Avoid using <script/> to retrieve JSON

Wrap arrays inside an object.



{
    Conclusion : [
        "What is JSON",
        "Why use JSON?",
        "Producing JSON",
        "Consuming JSON",
        "JSON and Security"
    ]
}


